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Do	
  No	
  Harm	
  and	
  Risk	
  
Guidance	
  Note	
  

	
  
What	
  is	
  Risk?	
  	
  	
  
	
  
When	
  people	
  talk	
  about	
  defining	
  and	
  mitigating	
  risks,	
  they	
  are	
  usually	
  talking	
  about	
  the	
  
possibility	
  of	
  negative	
  impacts	
  on	
  an	
  organization’s:	
  	
  
1. STAFF:	
  These	
  are	
  security	
  risks	
  to	
  an	
  organization’s	
  PERSONNEL,	
  including	
  threats,	
  violence	
  

and	
  kidnapping.	
  	
  	
  
2. STUFF:	
  These	
  are	
  risks	
  to	
  an	
  organization’s	
  PROGRAM,	
  including	
  theft	
  of	
  goods,	
  supplies,	
  

materials,	
  computers,	
  interference	
  with	
  program	
  activities,	
  etc.	
  	
  
3. STANDING:	
  These	
  are	
  risks	
  to	
  an	
  organization’s	
  REPUTATION,	
  including	
  bad	
  press,	
  local	
  refusal	
  

to	
  participate	
  in	
  programs,	
  loss	
  of	
  donor	
  confidence.	
  These	
  can	
  affect	
  an	
  organization’s	
  ability	
  
to	
  engage	
  in	
  a	
  local	
  context,	
  draw	
  beneficiaries	
  or	
  participants,	
  and	
  its	
  international	
  
reputation	
  among	
  donor	
  agencies	
  and	
  colleagues	
  as	
  an	
  effective	
  or	
  valuable	
  partner.	
  

	
  
Many	
  people	
  talk	
  about	
  using	
  DNH	
  as	
  a	
  tool	
  for	
  Risk	
  Mitigation.	
  The	
  DNH	
  Framework	
  was	
  
originally	
  designed	
  to	
  identify	
  the	
  ways	
  an	
  organization’s	
  activities	
  were	
  having	
  an	
  impact	
  on	
  the	
  
context.	
  However,	
  we	
  have	
  seen	
  that	
  DNH	
  can	
  be	
  an	
  effective	
  tool	
  for	
  risk	
  mitigation	
  IF	
  it	
  is	
  used	
  
robustly.	
  	
  Organizations	
  can	
  use	
  DNH	
  to	
  minimize	
  their	
  own	
  negative	
  impacts	
  on	
  the	
  context	
  and	
  
to	
  ensure	
  positive	
  patterns	
  of	
  impact	
  (organizational	
  actions	
  and	
  staff	
  behaviors).	
  	
  By	
  having	
  
positive	
  impacts,	
  organizations	
  effectively	
  reduce	
  the	
  risks	
  that	
  the	
  context	
  poses	
  to	
  Staff,	
  Stuff	
  
and	
  Standing.	
  
	
  
Key	
  issues	
  about	
  Risk	
  and	
  DNH	
  	
  
	
  
A	
  full	
  DNH	
  analysis	
  requires	
  a	
  certain	
  amount	
  of	
  risk	
  tolerance.	
  
Doing	
  a	
  complete	
  DNH	
  analysis	
  and	
  implementation	
  requires	
  
that	
  staff	
  overcome	
  any	
  hesitance	
  to	
  interact	
  with	
  local	
  
people	
  and	
  engage	
  fully.	
  	
  In	
  some	
  contexts,	
  even	
  the	
  act	
  of	
  
engagement	
  outside	
  the	
  boundaries	
  of	
  the	
  organization’s	
  
offices	
  is	
  considered	
  to	
  be	
  “too	
  risky.”	
  
	
  
How	
  we	
  analyze	
  risks	
  determines	
  how	
  we	
  respond	
  to	
  them.	
  
These	
  diagrams	
  depict	
  two	
  models	
  for	
  analyzing	
  risks.	
  	
  Model	
  
1	
  shows	
  a	
  common	
  view	
  of	
  Risk	
  Analysis	
  and	
  Risk	
  
Management,	
  in	
  which	
  the	
  context	
  as	
  a	
  whole,	
  or	
  elements	
  
within	
  the	
  context,	
  are	
  perceived	
  as	
  risks	
  to	
  “us”	
  as	
  an	
  
organization	
  that	
  are	
  external	
  to	
  and	
  independent	
  from	
  the	
  
organization	
  and	
  its	
  actions.	
  	
  This	
  view	
  does	
  not	
  account	
  for	
  
our	
  own	
  impacts	
  on	
  the	
  context,	
  which	
  may	
  augment	
  
existing	
  risks,	
  or	
  create	
  new	
  ones.	
  The	
  model	
  does	
  not	
  offer	
  a	
  
realistic	
  view	
  of	
  the	
  context	
  and	
  of	
  sources	
  of	
  risk,	
  and	
  can	
  
lead	
  to	
  disproportionate	
  or	
  inappropriate	
  responses	
  to	
  
identified	
  risks.	
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This	
  model	
  is	
  a	
  “value	
  protection”	
  model	
  of	
  
risk	
  analysis.	
  	
  Meaning,	
  in	
  order	
  to	
  work	
  in	
  this	
  
context	
  at	
  all,	
  we	
  must	
  protect	
  our	
  staff	
  and	
  
the	
  benefits	
  we	
  bring	
  from	
  theft,	
  violence	
  or	
  
kidnapping.	
  	
  However,	
  this	
  model	
  only	
  tells	
  
half	
  the	
  story.	
  
	
  
Model	
  2	
  shows	
  a	
  more	
  holistic	
  view	
  of	
  risk,	
  
wherein	
  each	
  layer	
  of	
  risk	
  analysis	
  and	
  
mitigation	
  supports	
  analysis	
  and	
  mitigation	
  of	
  
risks	
  in	
  the	
  internal	
  layers.	
  	
  The	
  way	
  in	
  which	
  
risks	
  are	
  defined	
  and	
  analyzed	
  determines	
  how	
  
an	
  organization	
  will	
  respond	
  to	
  those	
  risks.	
  If	
  
an	
  organization’s	
  impacts	
  on	
  the	
  context	
  are	
  
separated	
  from	
  the	
  risk	
  analysis,	
  it	
  will	
  not	
  be	
  
able	
  to	
  anticipate	
  risks	
  arising	
  from	
  how	
  their	
  
actions	
  and	
  behaviors	
  are	
  perceived	
  by	
  local	
  
people.	
  	
  
	
  
This	
  model	
  more	
  accurately	
  reflects	
  the	
  reality	
  of	
  complex	
  contexts.	
  	
  An	
  organization	
  will	
  have	
  
impacts	
  on	
  a	
  context,	
  which	
  will	
  reverberate	
  through	
  the	
  context	
  and	
  often	
  reflect	
  back	
  on	
  the	
  
organization	
  in	
  the	
  form	
  of	
  increased	
  risks	
  of	
  violence,	
  theft	
  or	
  harm	
  to	
  the	
  organization’s	
  
reputation.	
  	
  However,	
  these	
  impacts	
  do	
  not	
  occur	
  in	
  a	
  vacuum;	
  there	
  are	
  other	
  impacts	
  on	
  the	
  
context,	
  which	
  will	
  have	
  an	
  effect	
  on	
  an	
  organization.	
  	
  
	
  
Model	
  2	
  is	
  a	
  “value	
  creation”	
  model.	
  	
  The	
  value	
  an	
  organization	
  creates	
  by	
  using	
  DNH	
  is	
  
improved	
  relationships	
  among	
  community	
  members,	
  and	
  between	
  community	
  members	
  and	
  
the	
  organization.	
  	
  By	
  creating	
  value	
  for	
  the	
  community,	
  which	
  goes	
  beyond	
  the	
  goods	
  or	
  services	
  
an	
  organization	
  provides,	
  organizations	
  will	
  bolster	
  their	
  local	
  reputations,	
  ease	
  the	
  path	
  for	
  
uninterrupted	
  programs	
  and	
  reduce	
  risks	
  to	
  their	
  staff.	
  	
  	
  
	
  
Analyzing	
  and	
  responding	
  to	
  risks	
  without	
  considering	
  “our”	
  impacts	
  misses	
  the	
  point.	
  	
  	
  
Without	
  being	
  able	
  to	
  analyze	
  and	
  predict	
  both	
  changes	
  in	
  the	
  context	
  and	
  the	
  organization’s	
  
impact	
  on	
  the	
  context,	
  it	
  is	
  almost	
  impossible	
  to	
  predict,	
  and	
  therefore	
  mitigate	
  risks	
  to	
  an	
  
organization	
  and	
  its	
  staff.	
  	
  The	
  flow	
  of	
  risk	
  is	
  two-­‐way.	
  	
  Organizations	
  and	
  their	
  staff	
  can	
  do	
  harm	
  
to	
  a	
  context	
  and	
  to	
  their	
  beneficiaries	
  through	
  careless	
  action.	
  Doing	
  harm,	
  while	
  usually	
  
unintended,	
  can	
  amplify	
  risks	
  to	
  the	
  organization,	
  the	
  program	
  or	
  staff	
  members	
  themselves.	
  	
  
	
  
False	
  Assumptions	
  about	
  DNH	
  and	
  Risk	
  
	
  
1. DNH	
  is	
  about	
  protecting	
  US	
  from	
  risk.	
  

DNH	
  was	
  developed	
  to	
  help	
  aid	
  workers	
  consider,	
  analyze	
  and	
  predict	
  THEIR	
  OWN	
  impacts	
  
on	
  a	
  context.	
  If	
  used	
  robustly,	
  the	
  DNH	
  Frameworks	
  have	
  the	
  pleasant	
  side	
  effect	
  of	
  helping	
  
to	
  protect	
  staff,	
  stuff	
  and	
  standing,	
  because	
  the	
  organization	
  is	
  and	
  is	
  perceived	
  to	
  be	
  more	
  
Respectful,	
  Accountable,	
  Fair	
  and	
  Transparent.	
  	
  

2. DNH	
  can	
  be	
  used	
  to	
  analyze	
  and	
  mitigate	
  all	
  risks.	
  
Nothing	
  is	
  100%	
  guaranteed.	
  	
  There	
  are	
  risks	
  to	
  the	
  organization	
  that	
  the	
  organization	
  may	
  
not	
  be	
  able	
  to	
  control	
  or	
  influence.	
  Because	
  an	
  organization	
  is	
  not	
  the	
  only	
  entity	
  having	
  

Context

Standing

Staff

Stuff
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impacts	
  on	
  a	
  context,	
  other	
  actors,	
  organizations	
  and	
  events	
  have	
  impacts	
  that	
  are	
  
impossible	
  to	
  predict	
  without	
  an	
  intimate	
  knowledge	
  of	
  the	
  context.	
  	
  A	
  conflict	
  sensitive	
  
approach	
  to	
  risk	
  analysis	
  only	
  takes	
  us	
  so	
  far.	
  	
  No	
  approach	
  to	
  risk	
  will	
  completely	
  eliminate	
  
it.	
  	
  	
  

	
  
Applying	
  DNH	
  to	
  Risk	
  Analysis	
  and	
  Mitigation	
  
	
  
DNH	
  works	
  best	
  to	
  mitigate	
  risks	
  when	
  used	
  as	
  an	
  element	
  of	
  a	
  Model	
  2	
  analysis.	
  	
  By	
  mitigating	
  
risks	
  to	
  the	
  context	
  (that	
  the	
  organization	
  will	
  have	
  a	
  negative	
  impact	
  on	
  Dividers	
  and	
  
Connectors	
  through	
  its	
  patterns	
  of	
  Action	
  and	
  staff	
  behavior)	
  an	
  organization	
  can	
  buffer	
  itself	
  
from	
  reputational	
  risks,	
  protect	
  staff	
  and	
  help	
  ensure	
  that	
  programs	
  run	
  without	
  interruption.	
  	
  
	
  
Evidence	
  from	
  the	
  DNH	
  and	
  Corporate	
  Engagement	
  Programs	
  shows	
  that	
  	
  

• Engaging	
  more	
  with	
  local	
  people	
  can	
  offer	
  more	
  protection	
  than	
  increasing	
  security	
  
personnel	
  or	
  fortifying	
  staff	
  compounds;	
  	
  

• Rewarding	
  positive	
  patterns	
  of	
  behavior	
  generates	
  more	
  local	
  support	
  than	
  rewarding	
  
negative	
  behavior	
  (i.e.	
  meeting	
  with	
  local	
  people	
  who	
  engage	
  in	
  dialogue	
  or	
  offer	
  
criticisms	
  in	
  a	
  constructive	
  way	
  vs.	
  meeting	
  with	
  or	
  offering	
  benefits	
  to	
  those	
  who	
  block	
  
roads,	
  protest	
  or	
  make	
  threats);	
  	
  

• Ensuring	
  smooth	
  operations,	
  secure	
  workplaces	
  and	
  positive	
  engagement	
  is	
  everyone’s	
  
job	
  (i.e.	
  each	
  staff	
  member	
  is	
  responsible	
  for	
  their	
  own	
  positive	
  patterns	
  of	
  behavior,	
  
analyzing	
  changes	
  in	
  the	
  context	
  and	
  working	
  to	
  adjust	
  programs	
  to	
  minimize	
  negative	
  
impacts).	
  	
  

	
  
Key	
  Questions	
  	
  
	
  
Below,	
  the	
  questions	
  are	
  categorized	
  according	
  to	
  the	
  layer	
  or	
  type	
  of	
  risk.	
  	
  Those	
  questions	
  
labeled	
  “Risks	
  to	
  Context”	
  are	
  the	
  risks	
  from	
  Staff	
  Behavior,	
  types	
  and	
  amounts	
  of	
  resources	
  and	
  
how	
  they	
  are	
  applied	
  and	
  an	
  organization’s	
  decision	
  to	
  intervene.	
  	
  These	
  are	
  risks	
  of	
  unintended	
  
impacts	
  to	
  the	
  context	
  that	
  can	
  arise	
  from	
  an	
  intervention.	
  
	
  
When	
  using	
  DNH	
  in	
  Risk	
  Analysis	
  
Risks	
  to	
  Context	
  

1. Are	
  Dividers	
  getting	
  better	
  or	
  worse?	
  Why?	
  
2. Are	
  Connectors	
  getting	
  better	
  or	
  worse?	
  Why?	
  	
  
3. How	
  will	
  upcoming	
  or	
  recent	
  events	
  (elections,	
  disasters,	
  outbreak	
  in	
  fighting)	
  affect	
  

Dividers	
  and	
  Connectors?	
  	
  	
  
4. How	
  has/will	
  the	
  organization	
  responded	
  to	
  these	
  changes	
  in	
  the	
  context?	
  	
  
5. Is	
  our	
  intervention	
  appropriate	
  for	
  this	
  context?	
  	
  (Why	
  us,	
  here,	
  now?)	
  	
  
6. How	
  does	
  the	
  organization	
  hear	
  and	
  respond	
  to	
  local	
  voices?	
  	
  
7. Are	
  local	
  partners	
  respected	
  by	
  the	
  people	
  they	
  represent?	
  

Risks	
  to	
  Staff	
  
1. How	
  are	
  codes	
  of	
  conduct	
  or	
  personnel	
  policies	
  enforced?	
  
2. How	
  do	
  staff	
  behave	
  toward	
  local	
  people	
  during	
  working	
  hours?	
  
3. How	
  do	
  staff	
  behave	
  toward	
  local	
  people	
  during	
  off	
  hours?	
  
4. How	
  do	
  local	
  people	
  respond	
  to	
  staff	
  in	
  official	
  engagements?	
  
5. How	
  do	
  local	
  people	
  respond	
  to	
  staff	
  in	
  casual	
  engagements?	
  	
  

Risks	
  to	
  Stuff	
  



	
  

	
   4	
  

1. How	
  are	
  the	
  organization’s	
  assets	
  (building	
  materials,	
  computers,	
  goods	
  to	
  be	
  
distributed)	
  protected?	
  	
  

2. Who	
  controls	
  access	
  to	
  stuff?	
  
3. How	
  do	
  beneficiaries	
  get	
  access	
  to	
  stuff	
  in	
  the	
  course	
  of	
  the	
  project?	
  

Risks	
  to	
  Standing	
  
1. Are	
  local	
  people	
  receptive	
  to	
  having	
  organizations	
  enter	
  their	
  communities?	
  	
  	
  
2. Are	
  local	
  people	
  defined	
  and	
  treated	
  as	
  organizational	
  partners?	
  As	
  risks	
  to	
  programs	
  or	
  

their	
  success?	
  	
  
3. What	
  history	
  does	
  the	
  organization	
  have	
  in	
  the	
  community?	
  The	
  district?	
  The	
  country?	
  

The	
  region?	
  The	
  continent?	
  	
  
4. Was	
  there	
  media	
  coverage	
  about	
  the	
  organization	
  beginning	
  operations	
  in	
  the	
  area?	
  	
  

What	
  was	
  the	
  tenor	
  of	
  the	
  coverage?	
  	
  
5. What	
  are	
  local	
  expectations?	
  Do	
  these	
  align	
  with	
  organization	
  expectations?	
  

	
  
When	
  using	
  DNH	
  for	
  Risk	
  Mitigation	
  
Risks	
  to	
  Context	
  

1. How	
  often	
  is	
  a	
  Dividers/Connectors	
  analysis	
  revisited?	
  	
  
2. Has	
  the	
  organization’s	
  response	
  to	
  changes	
  in	
  the	
  context	
  made	
  Dividers	
  

stronger/weaker?	
  
3. Has	
  the	
  organization’s	
  response	
  to	
  changes	
  in	
  the	
  context	
  made	
  Connectors	
  

weaker/stronger?	
  
Risks	
  to	
  Staff	
  

1. Why	
  are	
  people	
  exhibiting	
  violent	
  behavior	
  or	
  threats	
  toward	
  staff?	
  	
  Because	
  of	
  the	
  
organization’s	
  actions?	
  	
  Because	
  of	
  external	
  factors?	
  Because	
  of	
  individual	
  staff	
  
behaviors?	
  	
  

2. Who	
  is	
  exhibiting	
  violence	
  toward	
  staff?	
  	
  How	
  are	
  they	
  placed	
  in	
  the	
  community?	
  	
  What	
  
do	
  other	
  groups	
  say?	
  	
  	
  

3. How	
  does	
  the	
  community	
  act	
  to	
  protect	
  staff?	
  	
  Can	
  this	
  capacity	
  be	
  utilized	
  or	
  
supplemented	
  by	
  the	
  organization?	
  	
  

Risks	
  to	
  Stuff	
  
1. Why	
  are	
  organizational	
  assets	
  at	
  risk?	
  Location?	
  Timing?	
  Amounts?	
  Unfair	
  distribution?	
  	
  
2. What	
  is	
  being	
  distributed?	
  	
  Is	
  it	
  of	
  appropriate	
  value?	
  	
  Is	
  there	
  enough	
  for	
  all	
  in	
  need?	
  	
  	
  
3. Do	
  people	
  who	
  do	
  not	
  receive	
  benefits	
  from	
  the	
  program	
  understand	
  why?	
  	
  

Risks	
  to	
  Standing	
  
1. Why	
  is	
  the	
  organization	
  facing	
  a	
  reputational	
  risk?	
  Action	
  of	
  program	
  staff?	
  Action	
  of	
  

national	
  level	
  staff?	
  Action	
  of	
  Headquarters?	
  
2. Are	
  staff	
  transparent	
  about	
  the	
  reasons	
  for	
  the	
  decisions	
  that	
  led	
  to	
  the	
  risk?	
  	
  
3. Has	
  the	
  organization	
  accepted	
  responsibility	
  for	
  its	
  errors?	
  	
  	
  

	
  
DNH	
  Risk	
  Checklist	
  
	
  

• DNH	
  analysis	
  done	
  with	
  a	
  team	
  
• DNH	
  analysis	
  revisited	
  regularly	
  
• Wider	
  context	
  analyzed	
  regularly	
  for	
  changes	
  that	
  may	
  affect	
  program	
  implementation	
  
• Policies	
  and	
  Procedures	
  promote	
  Respect	
  for	
  local	
  concerns,	
  Accountability	
  both	
  to	
  the	
  

organization	
  and	
  to	
  local	
  people	
  (even	
  non-­‐beneficiaries),	
  Fairness	
  in	
  all	
  interactions	
  and	
  
Transparency.	
  


